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City of PERTH

Lord Mayor and Councillors,

NOTICE IS HEREBY GIVEN that the next meeting of the
Audit and Risk Committee will be held in Committee Room 1,
Ninth Floor, Council House, 27 St Georges Terrace, Perth on
Monday, 25 May 2015 at 4.30pm.

Yours faithfully

GARY STEVENSON PSM
CHIEF EXECUTIVE OFFICER

21 May 2015

Committee Members:

Members: 1% Deputy: 2" Deputy:
Cr Davidson OAM JP (Presiding

Member) _—

Cr Butler Cr Limnios Cr Yong

Cr Harley

Mr Linden (Independent Member) N/A N/A

Please convey apologies to Governance on 9461 3250 or by email to
governance@cityofperth.wa.gov.au




EMERGENCY GUIDE

Council House, 27 St Georges Terrace, Perth

CITY of PERTH

The City of Perth values the health and safety of its employees, tenants, contractors and visitors. The guide is
designed for all occupants to be aware of the emergency procedures in place to help make an evacuation of the
building safe and easy.

BUILDING ALARMS ow
Alert Alarm and Evacuation Alarm. YOUR EXITS
ALERT ALARM l'z_tl
beep beep beep

All Wardens to respond.
Other staff and visitors should remain where they are.

EVACUATION ALARM/PROCEDURES
whoop whoop whoop

On hearing the Evacuation Alarm or on being instructed to evacuate:
1. Move to the floor assembly area as directed by your Warden.

2. People with impaired mobility (those who cannot use the stairs unaided) should report to the
Floor Warden who will arrange for their safe evacuation.

3. When instructed to evacuate leave by the emergency exits. Do not use the lifts.

4. Remain calm. Move quietly and calmly to the assembly area in Stirling Gardens as shown on
the map below. Visitors must remain in the company of City of Perth staff members at all times.

5. After hours, evacuate by the nearest emergency exit. Do not use the lifts.
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AUDIT AND RISK COMMITTEE

Established: 11 May 2010

Members: 1> Deputy: 2" Deputy:

Cr Davidson OAM JP (Presiding

Member) N

Cr Butler Cr Limnios Cr Yong

Cr Harley

Mr Linden (Independent Member) N/A N/A

Quorum: Two

Expiry: October 2015

TERMS OF REFERENCE: [Adopted OCM 19/11/13]
1. The Audit and Risk Committee’s role, in accordance with Regulation 16

of the Local Government (Audit) Regulations 1996, is to provide
guidance and assistance to the local government regarding:

a.

d.

the matters to be audited;
the scope of audits; and

financial, risk and compliance management functions as
prescribed in the Local Government Act 1995; as well as

other matters specified in these Terms of Reference.

The Committee may resolve to request the Chief Executive Officer

(CEO)

to provide any information or make arrangements to provide

independent expert advice, as appropriate and required by the
Committee in order to fulfil its duties and responsibilities.

The Committee is to review and make recommendations to the Council
regarding:

a.

Financial Management

I. the annual Financial Statements with a view to being
satisfied as to their accuracy and timeliness and the
inclusion of prescribed disclosures and information;

il. changes in accounting practices, policies and material
changes in accounting treatment, providing advice on the
appropriateness of implementation strategies; and

iil. the City’s financial status and performance.

Risk Management
I. the City’s risk management strategies and policies;

il. the adequacy of the City’s risk management systems and
practices; and

(Cont'd)




the management of strategic risks, identifying as
appropriate, specific risks for more detailed review and
response.

C. Internal Controls

the standard and effectiveness of the City’s corporate
governance and ethical considerations; and

the integrity, adequacy and effectiveness of the City’s
financial and administration policies, systems and controls
in providing financial and governance information which:

e is accurate and reliable;

e complies with legislative obligations and requirements;
and

e minimises the risk of error, fraud, misconduct or
corruption.

the integrity, adequacy and effectiveness of the City’'s
financial and administration policies, systems and controls
in providing financial and governance information which:

d. Legislative Compliance

the integrity, adequacy and effectiveness of the City’s
systems and controls for legislative compliance;

the level of compliance with legislative obligations as well
as the City’s policies;

the CEO’s report on the review of the City’s legislative
Compliance systems, at least once biennially; and

(Y2 the annual statutory Compliance Audit.

e. Internal and External Audit Planning and Reporting

I the process to select and the appointment of an External
Auditor;

. the integrity, adequacy and effectiveness of the City’s
Internal Audit Plan and External Audit Plan;

iii. reports, findings and recommendations arising from
Internal and External Audits;

V. the audit of the City’s Annual financial statements;

V. the integrity, adequacy and effectiveness of the
management response and any actions proposed to be
taken to address issues raised by the Internal or External
Auditor; and

Vi. the oversight and monitoring of implementation of agreed

actions.

Delegated Authority 1.1.3 — Audit and Risk Committee provides authority for the

Committee to fulfil the duty of the Council to meet with the City’s External
Auditor at least once per year [s.7.12A(2)].

This meeting is open to members of the public.




INFORMATION FOR THE PUBLIC ATTENDING
COMMITTEE MEETINGS

Question Time for the Public

e An opportunity is available at all Committee meetings open to members of the public to ask a
gquestion about any issue relating to the City. This time is available only for asking questions and
not for making statements. Complex questions requiring research should be submitted as early
as possible in order to allow the City sufficient time to prepare a response.

e The Presiding Person may nominate a Member or officer to answer the question, and may also
determine that any complex question requiring research be answered in writing. No debate or
discussion is allowed to take place on any question or answer.

e To ask a question please write it on the white Question Sheet provided at the entrance to the
Council Chamber and hand it to a staff member at least an hour before the meeting begins.
Alternatively, questions can be forwarded to the City of Perth prior to the meeting, by :

> Letter: Addressed to GPO Box C120, Perth, 6839;
> Email: governance@cityofperth.wa.gov.au.

¢ Question Sheets are also available on the City’s web site: www.perth.wa.gov.au.
Deputations

A deputation wishing to be received by a Committee is to apply in writing to the CEO who will forward
the written request to the Presiding Member. The Presiding Member may either approve the request
or may instruct the CEO to refer the request to the Committee to decide whether or not to receive the
deputation. If the Presiding Member approves the request, the CEO will invite the deputation to
attend the meeting.

Please refer to the ‘Deputation to Committee’ form provided at the entrance to the Council Chamber
for further information on the procedures for deputations. These forms are also available on the City’s
web site: www.perth.wa.gov.au.

Disclaimer

Members of the public should note that in any discussion regarding any planning or other application
that any statement or intimation of approval made by any Member or officer of the City during the
course of any meeting is not intended to be and is not to be taken as notice of approval from the City.
No action should be taken on any item discussed at a Committee meeting prior to written advice on
the resolution of the Council being received.

Any plans or documents contained in this agenda may be subject to copyright law provisions
(Copyright Act 1968, as amended) and the express permission of the copyright owner(s) should be
sought prior to their reproduction.
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AUDIT AND RISK COMMITTEE
25 MAY 2015

ORDER OF BUSINESS

1. Declaration of Opening

2. Apologies and Members on Leave of Absence
3. Question Time for the Public

4. Confirmation of Minutes — 23 February 2015
5. Correspondence

6. Disclosure of Members’ Interests

7. Matters for which the Meeting may be Closed

In accordance with Section 5.23(2) of the Local Government Act 1995, the
meeting will be required to be closed to the public prior to discussion of the
following:

Iltem No. ltem Title Reason
Confidential | City of Perth Internal Audit Plan 2015/16 s. 5.23(2)(f)(i)
Item 1 and

Schedule 1

Confidential | City of Perth Internal Audit — Outstanding | s. 5.23(2)(a)
Schedule 3 | Recommendations May 2015

Confidential | City of Perth Internal Audit — Cash Handling | s. 5.23(2)(a)
Schedule 4 | Review

Confidential | City of Perth Internal Audit 2014/15 — Human | s. 5.23(2)(a)
Schedule 5 Resources Review

Confidential reports and schedules are distributed to Members under separate
cover.

8. Reports

9. Motions of which Previous Notice has been Given

(Cont’d)




10. General Business
10.1 Responses to General Business from a Previous Meeting
Nil
10.2 New General Business

11. Items for Consideration at a Future Meeting

Outstanding Items:
Nil

12. Closure

I\CPS\Admin Services\Committees\7. Audit\Agenda Facesheet and e-Signatures\ar150525 Facesheet.docx




INDEX OF REPORTS

Item Description Page
1 CITY OF PERTH INTERNAL AUDIT PLAN 2015/16 1
2 CORRUPTION AND CRIME COMMISSION REPORT ON

MISCONDUCT RISK IN LOCAL GOVERNMENT

PROCUREMENT 2
3 CITY OF PERTH INTERNAL AUDIT — OUTSTANDING

RECOMMENDATIONS MAY 2015 5
4 CITY OF PERTH INTERNAL AUDIT 2014/15 — CASH

HANDLING REVIEW 7
5 CITY OF PERTH INTERNAL AUDIT 2014/15 — HUMAN

RESOURCES REVIEW 9
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CONFIDENTIAL ITEM NO: 1

CITY OF PERTH INTERNAL AUDIT PLAN 2015/16

RECOMMENDATION: (APPROVAL)

That Council approves the City of Perth Internal Audit Plan
2015/16 attached as Schedule 1.

BACKGROUND:

FILE REFERENCE: P102969-8

REPORTING UNIT: Internal Audit

RESPONSIBLE DIRECTORATE: Corporate Services

DATE: 14 May 2015

MAP / SCHEDULE: Schedule 1 — City of Perth Internal Audit Plan 2015/16

In accordance with Section 5.23(2)(f)(i) of the Local Government Act 1995, this

item is confidential and has been distributed to the Members under separate
cover.
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CONFIDENTIAL SCHEDULE 1
ITEM 1 — CITY OF PERTH INTERNAL AUDIT PLAN 2015/16

FOR THE AUDIT & RISK COMMITTEE MEETING

25 MAY 2015

DISTRIBUTED TO ELECTED MEMBERS UNDER
SEPARATE COVER




ITEM NO: 2

CORRUPTION AND CRIME COMMISSION REPORT ON
MISCONDUCT RISK IN LOCAL GOVERNMENT PROCUREMENT

RECOMMENDATION: (INFORMATION)

That Council receives the report titled “Corruption and Crime
Commission Report on Misconduct Risk in Local Government

Procurement”.

BACKGROUND:

FILE REFERENCE: P1013788-5

REPORTING UNIT: Internal Audit

RESPONSIBLE DIRECTORATE: Corporate Services

DATE: 31 March 2015

MAP / SCHEDULE: Schedule 2 - Corruption and Crime Commission
Report on Misconduct Risk in Local Government
Procurement

The Corruption and Crime Commission (CCC) Report on Misconduct Risk in Local
Government Procurement was tabled in State Parliament on 26 February 2015.

This Council report serves as a summary of the key points of discussion within the
CCC report.

LEGISLATION / STRATEGIC PLAN / POLICY:

Legislation Local Government (Audit) Amendment Regulations 2013

Integrated Planning Corporate Business Plan

and Reporting Council Four Year Priorities: Community Outcome
Framework Capable and Responsive Organisation
Implications A capable, flexible and sustainable organisation with a

strong effective governance system to provide leadership as
a capital city and deliver efficient and effective community
centred services.

Policy
Policy No and Name:  19.1 — Enterprise Risk Management
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DETAILS:

An analysis of the CCC Report on Misconduct Risk in Local Government has been
carried out. This analysis has identified that the key points of discussion within the
report are as follows:

o Misconduct risks for local governments in Western Australia. A description is
provided on the nature and extent of risks of misconduct arising from
procurement.

o Specific CCC investigation case studies (six cases in total) on procurement
activities involving local government (does not include the City of Perth) and
lessons from these investigations.

o A summary of the RSM Bird Cameron Procurement Audits carried out at five
local governments including the City of Perth.

o Recommendations for proper oversight of procurement by local governments.

The RSM Bird Cameron Procurement Audit is only discussed in pages 13 to 15
within the CCC report. This discussion is centred on the key finding of this audit
being that the five local governments subjected to review had not undertaken an
assessment to determine their specific fraud and misconduct risks. Discussion also
comprised what the five local governments have done post-audit to address
weaknesses in their financial governance systems.

It should be noted that the City of Perth has now completed a fraud and misconduct
risk assessment which addresses the above mentioned key finding. This risk
assessment was undertaken by the City’'s Risk Management Coordinator and
presented to City of Perth Audit and Risk Committee meeting at its meeting held on
23 February 2015. The City has also addressed the majority of findings from the
RSM Bird Cameron Procurement Audit. Two findings remain outstanding, however, it
is considered that these findings are not significant and plans are in place to address
the relevant issues.

Two recommendations for proper oversight of procurement by local governments
have been made by the CCC in its report as follows:

“Section 5.1 [94]: The Commission recommends that the jurisdiction of the
Auditor General be extended to include local governments.

In the Commission’s view an appropriate way to ensure external oversight of financial
governance in procurement by local governments would be to extend the jurisdiction
of the Auditor General to specifically include local governments. This would align the
local government sector with the State Government sector.” (Refer to page 21 of
CCC report — Confidential Schedule 3).

“Section 5.1 [100]: The Commission recommends that the Department of Local
Government and Communities actively oversights risk management reviews
prepared by local governments pursuant to the Local Government (Audit)
Regulations 1996 to ensure that they include appropriate assessment of

I\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR150525 - AGENDA.DOCX



misconduct risks arising from procurement, and mechanisms for reducing
those risks”.

The Commission considers that the legislative and policy requirements for local
governments to assess misconduct risks and develop a plan for mitigating those
risks, should be subject of active oversight by the Department of Local Government
and Communities, particularly in relation to the risks of misconduct arising from
procurement.” (Refer to page 22 of CCC report — Confidential Schedule 3).

FINANCIAL IMPLICATIONS:

There are no financial implications related to this report.

COMMENTS:

The CCC report has reiterated the risks associated with procurement in local
government and the requirement for individual local governments to maintain
adequate purchasing processes and controls.

If implemented above mentioned recommendations for external oversight will provide
the State Government with a means for evaluating the adequacy of controls and risk
management plans developed by local governments in relation to procurement.
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ABBREVIATIONS AND ACRONYMS

ABS Australian Bureau of Statistics

(“the CCC Act”) Corruption and Crime Commission Act 2003

CEO Chief Executive Officer

("the Cities") Cities of Cockburn, Joondalup, Perth, Swan and
Wanneroo

("the City") City of Stirling

(“the Commission”) Corruption and Crime Commission

("the Committee™) Public Accounts Committee, Legislative Assembly,
Parliament of Western Australia

ICAC Independent Commission Against Corruption (New
South Wales)

OAG Office of the Auditor General

OECD Organisation  for Economic  Co-operation  and
Development

("the Parliament”) Parliament of Western Australia

("the Regulations") Local Government (Audit) Regulations 1996

("the report™) RSM Bird Cameron, Local Government Authorities
Procurement Audits, Consolidated Report

SSC State Supply Commission

("the Town") Town of Cottesloe
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CHAPTER ONE
PURPOSE AND BACKGROUND

Purpose
The purpose of this report is to:

e describe investigations by the Corruption and Crime Commission
("the Commission”) into misconduct in procurement by local
governments;

e describe audits carried out on behalf of the Commission into the
capacity of five local governments to prevent, identify and deal with
misconduct in procurement;

e describe a post-investigation review of financial governance at the
City of Stirling;

e identify concerns arising from the investigations, audits and the
review; and

e make recommendations about how these concerns may be
mitigated.

Broadly, the concerns identified by the Commission are that procurement
and financial governance processes used by local governments in
Western Australia can leave them vulnerable to fraud, corruption and other
forms of misconduct. This is exacerbated by a lack of risk assessment by
many local governments in their procurement processes, which in turn
means there is a lack of planning about how those risks may be mitigated.

This report is made to the Minister for Local Government pursuant to
sections 84 and 89 of the Corruption and Crime Commission Act 2003
("the CCC Act").

Background
1.2.1 Procurement

"Procurement” means buying goods and services. Goods and services
bought by local governments can range from stationery to construction
services to computer technology. Procurement can include outright
purchase, lease and hire, and contracting for the delivery of goods and
services.

1.2.2 Misconduct Risks for Local Governments in Western Australia

There are 140 local governments in Western Australia. Thirty of these are
located within the Perth metropolitan area. According to the Australian



Bureau of Statistics® at June 2013 Western Australia had a population of
2.52 million people of whom 1.97 million (78%) lived in the Greater Perth
area.?

[6] The local government sector is a unique and diverse area of business
activity with particular misconduct risks. Among other services local
governments provide infrastructure, building services, health services,
community services, waste collection and disposal services, and
recreation and cultural facilities.

[7] The diverse functions performed by local governments can create
misconduct risks. These include regulatory functions carried out by
rangers, health inspectors and building inspectors, functions relating to
procurement and tendering and functions relating to planning and building
approvals. The misconduct risks associated with those functions include:

e improper influence;?

e conflicts of interest;

e abuse of power;

e bribery and corruption;*
e fraud; and

e theft.

[8] Research carried out in New South Wales by the Independent
Commission Against Corruption (ICAC)°* and by the Auditors General of
Queensland® and Victoria” support the Commission's concerns about

! Australian Bureau of Statistics (ABS), 1306.5, Western Australia at a Glance 2014, available on the ABS
Website at http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/1306.5main+features32014, viewed 20
December 2014. Figures for 2013-14 will be released by the ABS on 31 March 2015.

> The boundaries for "Greater Perth” used by the ABS are similar, but not identical, to those for
"Metropolitan Perth" used by the Department of Local Government and Communities. Both extend from the
north boundary of the City of Wanneroo to the south boundary of the City of Mandurah and to the east
boundaries of the Cities of Swan, Belmont and Armadale.

% The term “improper influence” is used above generically to describe the actions and behaviours of
customers intended to improperly affect the outcome of a business activity or process to gain a benefit which
they would not otherwise have obtained. Put simply, to divert public officers from fidelity to the public
interest because of other personal interests (that is, a way of corruptly influencing a public officer). Improper
influence can manifest itself in a number of ways, including: offers of cash and other bribes; an offer of a gift
or beneficial “arrangement”; emotional pressure related to personal needs or hardship; intimidation or threats;
or a favour on the basis of assumed friendship or associations.

* Authorities with a regulatory function have increased risks of bribery and corruption of persons in positions
of authority.

> Independent Commission Against Corruption (ICAC), Profiling the NSW Public Sector Il — Report 3:
Differences Between Local and State Government, April 2010, p.8.

® Auditor General of Queensland, Results of Audits: Local Government Financial Statements for 2010-11,
Report 2, May 2012, pp.31-39.
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[10]
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misconduct risks in local government. Specifically the research suggests
that local governments face a wider range of corruption risks than state
government authorities, and many local governments have significant
weaknesses in their internal controls, increasing their susceptibility to
fraud and corruption.

Local governments in Western Australia vary enormously in size, isolation
and complexity. However, in terms of misconduct risk, there are similarities
across the sector.

In providing local government services, employees of all levels can
exercise significant authority, often with considerable independence. Local
government employees often act independently from their administrative
centre, and without direct supervision.

In addition, many local government services are delivered in partnership
with state and Federal Governments and private sector organisations.
Local governments around Western Australia regularly negotiate large
scale business developments. These are typically commercial, residential
and industrial developments driven by the interests of the private sector, or
infrastructure developments driven by government and community needs
and, increasingly, also by the private sector.

The financial stakes can be extraordinarily high. Local governments are in
the difficult position of engaging with companies that are simultaneously
applicants seeking cooperation and approval, and are also good corporate
citizens looking to invest in community facilities and infrastructure. There is
a risk that the lines between these roles can become blurred, that
impartiality is lost and that improper influence may occur.

It is rarely a single weakness within a local government that creates an
environment where misconduct can occur. More often, there are a range
of factors such as lack of processes, inadequate record keeping, lack of
supervision and training, failure to declare gifts and conflicts of interest,
and lack of adequate audits and assurance.

On 16 April 2013 the Commission tabled in the Parliament of Western
Australia ("the Parliament") a report entitled Report on the Review of the
Capacity of Local Governments in the Pilbara to Prevent, Identify and Deal
with Misconduct. That report considered risks which affect local
governments operating in regional and remote areas in addition to those
which affect the local government sector as a whole. These include:

¢ difficulty in attracting and retaining suitable employees;
e a high cost of living;

e close working relationships that naturally develop between the
people in local government, the community and private enterprise;

” Auditor General of Victoria, Fraud Prevention Strategies in Local Government, 2012.



e difficulty in keeping professional and private relationships separate
in small towns;

e the increased potential for conflicts of interest in small towns;
e large geographic areas in which to provide services;

e a limited revenue base to provide services to meet diverse
community needs; and

e demands from industry and government for infrastructure and
services.

[15] In relation to local governments operating in the Perth metropolitan area,
in its final report the Metropolitan Local Government Review Panel stated:

Collectively, the local governments of Perth are a big business. The
30 metropolitan local governments raised $1.9 billion in operating
revenues, including over $957 million in rates in 2010/11, and
incurred operating expenditures of $1.7 billion. They engaged over
9,000 full-time equivalent employees and controlled assets of nearly
$11 billion. These local governments had borrowings of $295 million
and had accumulated reserves of $791 million. The net assets of
these communities was $10.3 billion.?

[16] A significant amount of the public money managed by local governments
is used to procure a range of goods and services. According to the
Metropolitan Local Government Review Panel "materials and contracts"”
account for 32% of metropolitan local government operating expenditures.’

[17] It is recognised world-wide that procurement by government authorities,
including local governments, is an activity with a high risk of serious
misconduct. In its Principles for Integrity in Public Procurement report the
Organisation for Economic Co-operation and Development (OECD)
stated, “of all government activities, public procurement is also one of the
most vulnerable to fraud and corruption”.*

[18] The findings of the PwC Global Economic Crime Survey 2014 were that
procurement fraud is the second most commonly reported type of
economic crime, after asset misappropriation, and it is a growing threat.
Procurement fraud was reported by 29% of respondents globally who had
experienced an economic crime.' This percentage was 33% in Australia.
The Australian report commented "[tlhe procurement life cycle is a hotspot

® Metropolitan Local Government Review, Final Report of the Independent Panel, by the Metropolitan Local
Government Review Panel, July 2012, p.25.

% Ibid, p.81.

19 Organisation for Economic Co-operation and Development (OECD), Principles for Integrity in Public
Procurement, 2009, p.9.

' pwC, Global Economic Crime Survey 2014, available on the PwC website at
http://www.pwc.com/gx/en/economic-crime-survey/, viewed 21 January 2015.
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for fraudsters as it serves as one of the primary areas of expenditure for
most organisations".*

The PwC survey included government agencies as well as private
organisations. It found that globally 41% of government respondents to the
survey said they had been victims of economic crime.

PwC found that globally overall "56% of fraudsters are on the inside". This
was higher for Government enterprises, where it was 60%.

The commentary on the survey in Australia noted that procurement fraud
often involves an external and an internal party, and is collusive in nature.
"The most effective and lucrative procurement fraud schemes require an
internal employee to be involved".

It also commented, in relation to internal employees, "that a focus on
preventative measures is a key approach to combatting these fraudsters".
It said that reactive measures often occurred too late to be effective.

In relation to economic crimes which were detected "55% of instances
were uncovered by internal controls, be they preventative or detective".

12 Ibid, Territory Insights, The Australian Story, p.13.



CHAPTER TWO
COMMISSION INVESTIGATIONS

2.1 Commission Investigation Case Studies

[24] The following are summaries of six investigations by the Commission into
procurement related misconduct in local governments. They demonstrate
a variety of ways in which misconduct in procurement can cause a loss to
a local government, to its ratepayers, and to honest suppliers of goods
and services.®?

2.1.1 Investigation 1

[25] A Building Coordinator at the City of Stirling colluded with up to seven
building contractors over a seven-year period in order to fraudulently
obtain financial gains.

[26]  The Building Co-ordinator:

e awarded contracts to his uncle's business and conspired to ensure
that the relationship was not detected by submitting quotes and
invoices to the City of Stirling with incomplete, incorrect or false
information;

e authorised payments to his uncle's company for work that was not
done, or was done by the Building Coordinator himself during his
work hours, or was subcontracted to another company which was
also paid for the work;

e directly fabricated quotes himself, or requested contractors to
submit fictional quotes; and

e arranged with contractors to submit invoices containing vague
descriptions so that the City of Stirling was unable to verify whether
work had been completed, and which allowed the contractors to
charge for work not done, or to overcharge for work that was done.

[27] The Commission investigation determined that the value of known benefits
received by the Building Coordinator from contractors involved in the
frauds was in excess of $600,000. The benefits included a Mitsubishi
Triton and Toyota Kluger, a bobcat, three tractors, overseas travel,
security cameras, a generator, materials and work on an extension to his
home and the payment of domestic fees and accounts. In its Annual
Report 2011-2012, p.41, the City of Stirling reported that it had
"successfully recovered $848,000 ... [with the funds recovered including]
monies associated with the investigation, CCC representation and costs
incurred in pursuing the repayment of the misappropriated funds".

13 All local governments considered in this report have taken steps to improve their financial governance
systems relating to procurement.



[28]
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[31]

[32]

Commission Observations

The Commission noted that the Building Coordinator had almost complete
control of the procurement processes in relation to maintenance of City of
Stirling buildings, including setting budgets, raising orders and approving
invoices for payment. The Building Coordinator's supervisor allowed him to
operate in an environment of unqualified trust, without commensurate
internal controls. There was little scrutiny of tender documents by other
employees.

Arising from this investigation the Commission identified a number of
issues relating to the City of Stirling's ability to prevent, identify and deal
with misconduct during the relevant period. These included:

e inadequate financial management and supervision;

e failure to recognise risks relating to procurement in its Building
Operations risk management plan;

e inadequate record keeping; and

e inadequate response to information received which should have
aroused suspicions about the actions of the Building Coordinator.

2.1.2 Investigation 2

The Commission's investigation found that over a 15-month period the
Town of Cottesloe ("the Town") unknowingly awarded and paid contracts
valued at $51,267 to a private company which was owned by the Town's
Conservation and Maintenance Officer ("the Officer"). These were based
on 24 purchase orders, and subsequent invoices prepared by the Officer.
Of these, an audit by the Town found that $46,389 was falsely invoiced
because the work was either:

e not done;
e carried out by the Officer during his work hours; or
e carried out by another contractor.

The Officer also bought materials and tools using the Town's financial
resources, but kept them for his personal use.

Commission Observations

The Officer presented contracts to his supervisor, who trusted him and
signed them without checking supporting documentation to enable
verification. Invoices were paid on the Officer's authorisation that work had
been done. There was no independent verification of the work done.



2.1.3 Investigation 3

[33] The Chief Executive Officer (CEO) of the Shire of Murchison fraudulently
obtained $41,689 worth of goods, services and money over a two-year
period by:

e using his corporate credit card for private expenditure, including
fuel, airfares, clothes, electronic equipment, tools, veterinary bills,
vehicle parts, fines and other domestic bills;

e making payments to a fictitious business while directing funds to a
personal account; and

e creating and paying false invoices.
Commission Observations

[34] The CEO was able to authorise payments without review or scrutiny by
any other employee. He used this lack of separation of duties to misuse
the Shire of Murchison's financial resources for his personal benefit.

2.1.4 Investigation 4

[35] Over a three-year period state and local government employees spent at
least $620,000 purchasing toner cartridges from a group of related
companies outside procurement policies and arrangements." The
companies provided many of these employees with gifts. They also used a
variety of sales methods to pressure employees into purchasing from
them, for example, faxing a contract to a junior employee and pretending
the authority was already committed to the order and it only needed
confirmation. Had the employees complied with relevant procurement
policies and purchased toner through approved suppliers the cost would
have been around $205,000, a saving to state and local government
authorities of $415,000. Much of the toner purchased was excess to
requirements and could not be used before the use-by date.

Commission Observations

[36] The Commission's investigation involved 24 local governments, 10 of
which had employees who received gifts from the companies.

[37] The Commission noted that despite the existence of procurement policies,
employees were found to have made substantial purchases of
unnecessary toner cartridges, at prices higher than those of approved
suppliers, often without supervisors or managers being aware.

¥ This investigation was the subject of the Commission's Report on the Investigation of Alleged Public
Sector Misconduct in Relation to the Purchase of Toner Cartridges in Exchange for Gifts Outside
Government Procurement Policies and Arrangements, tabled in the Parliament of Western Australia on 24
November 2011.



[38]

[39]

[40]

[41]

[42]

[43]

[44]

The Commission found that generally the gift policies, gift registers and
accountability mechanisms did not sufficiently address the misconduct
risks associated with gifts connected to purchasing decisions.

2.1.5 Investigation 5

The CEO of the Shire of Kalamunda purchased just over $1 million worth
of software from a company, despite only having authorisation from the
Council to spend $200,000.* While employed as CEO of another local
government, the Shire of Augusta-Margaret River, he had also purchased
$230,947 worth of software from the company despite only having
authorisation from the Council to spend $60,000.

The CEO received a range of gifts and benefits from the software
company, including tickets to cricket and Australian Football League
games. When the CEO attended a conference in London (and presented a
paper) the software company paid for the business class flight and
provided $2,000 travel allowance, tickets to the cricket at Lords in London,
and golf admission in Dubai and Wales.

Commission Observations

The CEO was able to contravene policy and legislation because there was
no effective oversight of his work by either of the Councils for which he
had worked. Information he presented to the Councils either lacked
relevant details or was presented in an ambiguous manner.

2.1.6 Investigation 6

An employee of the City of Bayswater awarded contracts to businesses
owned by his personal associates and family members.” He provided
information to them about other quotes so that they could quote slightly
less. He also arranged for them to submit false higher quotes in the names
of other businesses to make their own quotes appear reasonable.

A second employee awarded work to a favoured contractor on 28
occasions, to a value of $56,762, without obtaining quotes.

Commission Observations

Apart from the clear dishonesty identified during this investigation, the
Commission also noted a systemic problem in the lack of interrelationship
between the finance system then operating at the City of Bayswater and
the management of tender contracts. This meant that once tenderers had

> This investigation was the subject of the Commission's Report on the Investigation of Alleged Public
Sector Misconduct by a Local Government Employee in Relation to the Purchase of Management Systems
Software, tabled in the Parliament of Western Australia on 19 December 2013.

'8 This investigation was the subject of the Commission's Report on the Investigation into Allegations of
Misconduct by Councillors or Employees of the City of Bayswater, tabled in the Parliament of Western
Australia on 13 November 2009.
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ITEM NO: 3

CITY OF PERTH INTERNAL AUDIT - OUTSTANDING
RECOMMENDATIONS MAY 2015

RECOMMENDATION: (INFORMATION)

That the Audit and Risk Committee receives the report titled
“City of Perth Internal Audit — Outstanding Recommendations
May 2015” and as detailed in Confidential Schedule 3.

BACKGROUND:

FILE REFERENCE: P1029698

REPORTING UNIT: Internal Audit

RESPONSIBLE DIRECTORATE: Corporate Services

DATE: 11 May 2015

MAP / SCHEDULE: Confidential Schedule 3 - Outstanding

Recommendations — May 2015
LEGISLATION / STRATEGIC PLAN / POLICY:

Legislation Local Government (Audit) Amendment Regulations 2013

Integrated Planning Corporate Business Plan

and Reporting Council Four Year Priorities: Community Outcome
Framework Capable and Responsive Organisation
Implications A capable, flexible and sustainable organisation with a

strong effective governance system to provide leadership as
a capital city and deliver efficient and effective community
centred services.

Policy
Policy No and Name:  19.1 — Enterprise Risk Management

DETAILS:

Internal audit recommendations to improve controls are followed up with relevant
staff to ensure agreed action is being taken to address identified control weaknesses.
Where it is confirmed that agreed action has taken place the recommendation is
considered to be closed. A recommendation is considered to be outstanding where
agreed action has yet to be completed.

I\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR150525 - AGENDA.DOCX



CONFIDENTIAL SCHEDULE 3

ITEM 3 — CITY OF PERTH INTERNAL AUDIT-

OUTSTANDING RECOMMENDATIONS MAY 2015

FOR THE AUDIT & RISK COMMITTEE MEETING

25 MAY 2015

DISTRIBUTED TO ELECTED MEMBERS UNDER
SEPARATE COVER




ITEM NO: 4

CITY OF PERTH INTERNAL AUDIT 2014/15 — CASH HANDLING
REVIEW

RECOMMENDATION: (APPROVAL)

That Council approves the review of key controls and practices
in regards to cash handling as part of the Internal Audit Plan
2014/15 as detailed in Confidential Schedule 4.

BACKGROUND:

FILE REFERENCE: P102969-8

REPORTING UNIT: Internal Audit

RESPONSIBLE DIRECTORATE: Corporate Services

DATE: 4 May 2015

MAP / SCHEDULE: Confidential Schedule 4 — City of Perth Cash Handling

Review

The City of Perth Internal Audit Plan 2014/15 was approved by Council at its meeting
held on 22 October 2014.

As part of the City’s 2014/15 Internal Audit Plan, a review of key controls and

practices in regards to cash handling was carried out between March and April 2015.
Confidential Schedule 4 details the findings of this audit.

LEGISLATION / STRATEGIC PLAN / POLICY:

Legislation Local Government (Audit) Amendment Regulations 2013

Integrated Planning Corporate Business Plan

and Reporting Council Four Year Priorities: Community Outcome
Framework Capable and Responsive Organisation
Implications A capable, flexible and sustainable organisation with a

strong effective governance system to provide leadership as
a capital city and deliver efficient and effective community
centred services.

Policy

Policy No and Name:  19.1 — Enterprise Risk Management

I\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR150525 - AGENDA.DOCX



DETAILS:

The findings of the internal audit are detailed in the attached Confidential Schedule 5.

FINANCIAL IMPLICATIONS:

There are no financial implications related to this report.

I\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR150525 - AGENDA.DOCX



CONFIDENTIAL SCHEDULE 4

ITEM 4 — CITY OF PERTH INTERNAL AUDIT 2014/15 —

CASH HANDLING REVIEW

FOR THE AUDIT & RISK COMMITTEE MEETING

25 MAY 2015

DISTRIBUTED TO ELECTED MEMBERS UNDER
SEPARATE COVER




ITEM NO: 5

CITY OF PERTH INTERNAL AUDIT 2014/15 — HUMAN RESOURCES
REVIEW

RECOMMENDATION: (APPROVAL)

That Council approves the review of key controls and practices
for dealing with workplace issues as part of the Internal Audit Plan
2014/15 as detailed in Confidential Schedule 5.

BACKGROUND:

FILE REFERENCE: P102969-8

REPORTING UNIT: Internal Audit

RESPONSIBLE DIRECTORATE:  Corporate Services

DATE: 18 May 2015

MAP / SCHEDULE: Confidential Schedule 5 — Human Resources Review

April 2015

The City of Perth Internal Audit Plan 2014/15 was approved by Council at its meeting
held on 22 October 2014.

As part of the City’s 2014/15 Internal Audit Plan, a review of key controls and

practices for dealing with workplace issues was carried out between March and April
2015. Confidential Schedule 5 details the findings of this audit

LEGISLATION / STRATEGIC PLAN / POLICY:

Legislation Local Government (Audit) Amendment Regulations 2013

Integrated Planning Corporate Business Plan

and Reporting Council Four Year Priorities:
Framework Capable and Responsive Organisation
Implications S18 Strengthen the capacity of the organisation.

A capable, flexible and sustainable organisation
with a strong and effective governance system to
provide leadership as a capital city and deliver
efficient and effective community centred services.
Policy
Policy No and Name:  19.1 — Enterprise Risk Management

I\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR150525 - AGENDA.DOCX
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DETAILS:

The findings of the internal audit are detailed in the attached Confidential Schedule 5.

FINANCIAL IMPLICATIONS:

There are no financial implications related to this report.

I\CPS\ADMIN SERVICES\COMMITTEES\7. AUDIT\AR150525 - AGENDA.DOCX



CONFIDENTIAL SCHEDULE 5

ITEM 5 — CITY OF PERTH INTERNAL AUDIT 2014/15 —

HUMAN RESOURCES REVIEW

FOR THE AUDIT & RISK COMMITTEE MEETING

25 MAY 2015

DISTRIBUTED TO ELECTED MEMBERS UNDER
SEPARATE COVER
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